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The United States’ global strategic outlook has shifted markedly Defense contractors; private
since the end of major combat operations in Irag and  military and security
Afghanistan. As the United States’ strategic posture shifts, the companies; Cyber operations;
nature of military operations is simultaneously changing rapidly. (Sjtr:tlis; outsourcing; United
Many analysts predict that cyber-operations, autonomous

weapons systems, artificial intelligence, and clandestine special

forces operations will be central features in future conflicts.

Although often overlooked by scholars and policy analysts,

defence contractors are integral to the development and

implementation of these emerging categories of warfare. This

inquiry examines the evolving nature of the American defence

industry and the roles corporations play in current theatres of

conflict. Surprisingly, rather than becoming less reliant on defence

contractors after their much-maligned performance in the wars in

Iraq and Afghanistan, American military and intelligence agencies

have become more dependent on the private sector as

technology becomes increasingly central to warfare.

Introduction

The United States’ global strategic outlook has shifted markedly since the conclusion of
major combat operations in Iraq and Afghanistan. The absence of a major terrorist inci-
dent on United States soil since the 9/11 attacks has caused the American defence com-
munity to de-prioritise the future threat posed by non-state extremist groups.’
Although jihadist organisations operating in failing states still represent a concern for
policy-makers, new challenges presented by great powers have regained a central position
in the United States’ long-term strategic planning.” Many foreign policy experts now view
traditional state competitors including China and Russia as the primary security threats to
American interests.* As the United States’ strategic outlook shifts, the nature of both con-
ventional and irregular conflict are also changing rapidly.” An ongoing revolution in mili-
tary affairs promises to make Cyber-operations, autonomous weapons systems, artificial
intelligence, and clandestine special forces operations central features in future conflicts.®

Amid this rapidly changing strategic and technological landscape, corporations in
defence industry are preparing for a major role in future American military operations.
Surprisingly, although defence contractors’ record in the wars in Iraq and Afghanistan
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was widely criticised for costing taxpayers an estimated $30 billion in overcharges and
included documented instances of human rights violations—United States government
spending on corporations in the defence industry has risen markedly in recent years.”
Between 2000-2017, the Department of Defense’s (DoD) fiscal obligations to contractors
grew by 69 percent in inflation adjusted United States dollars, totalling $320 billion in 2017
—accounting for 55 percent of DoD’s budget.® American armed forces and intelligence
agencies increasingly turn to corporations not only to develop new technologies and
weapons systems, but also to provide the labour force required to pilot unmanned
aerial vehicles, carry out Cyber-operations, conduct warzone intelligence analysis, and
train foreign troops involved in civil conflicts.’

This inquiry evaluates the changing nature of the United States defence industry and
assesses the emerging services corporations provide to American military and intelligence
agencies. The central argument advanced is that United States defence contractors have
learned from the corporate experience of Blackwater in Iraq and presently are wary of par-
ticipating in activities that may involve them in direct, physical conflict with enemy forces.
Thus, among major defence contractors, there is a growing aversion to supplying “protec-
tion services” in combat zones.'” Furthermore, the United States’ de-prioritisation of
counter-insurgency operations has caused some corporations providing security services
to experience significant financial decline. For example, Constellis—the company that
formed from the merger of security providers Blackwater and Triple Canopy—recently
defaulted on its credit obligations.'' Despite a general retreat from security service pro-
vision, corporations operating in the United States defence industry still risk taking part
in inherently governmental activities that could lead to the use of lethal force as they
increasingly participate in offensive Cyber-operations, intelligence analysis resulting in
drone strikes, and advisory roles in failing states.'> More broadly, with over half the Amer-
ican defence budget spent on hardware and services provided by corporations, the United
States” national security responsibilities have become outsourced to such an extent that a
recent Congressional Research Report noted: “without contractor support, the United
States would not be able to arm and field an effective fighting force.”'> As an essentially
public/private hybrid—rather than the public institution it is perceived to be by the Amer-
ican people—the United States armed forces have a strong interest in promoting the
financial stability and growth of the leading corporations in defence industry. After
decades of consolidation, many defence contractors are today deeply embedded within
the United States’ security and economic architecture and are, for all intents and purposes,
too big to fail.'*

This article is organised into three parts. The first examines the current financial and
technological landscape of the United States defence industry as it has undergone a
major upheaval since the end of the major combat operations in Iraq and Afghanistan.
The second section describes how defence contractors are currently supporting American
military and intelligence missions around the globe by examining corporations’ involve-
ment in Cyber-operations, intelligence analysis and drone piloting, and support for
special forces in irregular conflicts in failing states. Finally, the third section examines
how American national security agencies have altered their approach to procuring tech-
nology from corporations. In order to assure continued access to cutting-edge innovations,
the United States government has adopted a venture capital model of development by
partnering with the start-up business community in Silicon Valley.'> This model allows
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American national security agencies to steer nascent companies’ business trajectories by
influencing up-and-coming firms to apply their innovations to the field of defence.

The changing United States defence industry landscape

The United States has an extensive record of partnering with corporations in order to
advance its national security interests.'® By hiring contractors to perform non-essential
duties and to supplement existing resources when the military faces production challenges
and personnel shortfalls, co-operation with the private sector enables the armed forces to
focus on their core responsibilities.'” American defence contractors are generally classified
by their financial size and by the types of goods and services they provide the govern-
ment.'® A significant portion of United States defence spending goes to large, publicly
traded corporations traditionally associated with hardware and weapons manufacturing.'”
Some of these companies, including Lockheed Martin and General Dynamics, annually
earn over $20 billion in revenue from government contracts.”> Many corporations also
supply logistics support to the armed forces.”! Although typically smaller than hardware
manufacturers, logistics specialists like Fluor and KBR—which both earned over $2 billion
in federal contracts in 2019—regularly assist American military missions by providing
construction, engineering, oil and gas, and maintenance services to the Pentagon.”” Intel-
ligence analysis and Cyber-operations are also increasingly outsourced to corporations
such as SAIC and Booz Allen Hamilton, which each secured over $4.5 billion in federal
contract awards in 2019.> In recent years, however, academic work on defence contrac-
tors has focused primarily on private military and security companies (PMSCs), which are
typically smaller firms that supply protection and tactical services to government agencies
and the Pentagon. More specifically, much recent literature in the field has analysed
PMSC’s performance in the wars in Iraq and Afghanistan from 2003-2011, with particular
focus on the company formerly known as Blackwater.

While some level of defence outsourcing is to be expected—and in many instances con-
tributes to enhancing United States national security—contractors’ considerable involve-
ment in the Iraq War, the War in Afghanistan, and numerous other post 9-11 counter-
terrorism operations has prompted analysts to note the growing privatisation of the
United States defence infrastructure.”* In the conflicts in Iraq and Afghanistan, for
example, personnel employed by contractors in-country regularly outnumbered
members of the regular military.”> Although contractors in Iraq and Afghanistan only
occasionally became involved in firefights with insurgents, in both conflicts corporate
employees regularly engaged in protection services, assisted in special operations missions,
and interrogated high-value detainees.”® Moreover, numerous companies that operated in
Iraq and Afghanistan—including KBR, DynCorp, CACI, and Blackwater—were found to
have overcharged the United States government and, in the case of Blackwater’s employ-
ees, to have violated international law.”” The encroachment of corporations into functions
potentially deemed “inherently governmental” has resulted in extensive debate regarding
the precise activities that should be considered the exclusive domain of the military and
federal employees and those which can be performed by private sector employees. As
defined by the Freedom from Government Competition Act (FAIR) and the Office of
Management and Budget, the term “inherently governmental” refers to any duty that as
a matter of law and policy must be performed by federal government employees and
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cannot be contracted out because it is “intimately related to the public interest.”*®
Although the exact interpretation of the term remains imprecise, there is widespread
agreement amongst legal scholars that any function that could “significantly affect the
life, liberty or property of private persons” should be carried out by government employ-
ees.”” In practice, the experience of corporations providing protection services in Iraq
coupled with updated legal interpretations has resulted in a sharp distinction between
“warfighters”—who may use force in military operations—and contractors, whose job is
to support government employees while remaining outside of activity or decisions that
would involve them in the so-called “kill-chain.”

Since the end of major combat operations in Iraq and Afghanistan, scholars and policy
analysts have struggled to identify the changing features of the United States’ defence
industry. As the United States’ strategic defence posture shifts away from counter-insur-
gency and nation-building operations and increasingly towards new forms of hi-tech
warfare characteristic of the latest revolution in military affairs, government agencies
responsible for national defence are demanding new types of service provision from the
private sector. Despite this significant shift in the United States’ strategic posture, much
current research on defence outsourcing continues to examine events that took place
over a decade ago in Iraq and Afghanistan. There are several understandable reasons
for this pattern. When the United States was involved simultaneously in two major
wars, public scrutiny of contractors was more extensive. Researchers were able to draw
upon the investigative work of journalists as well as information gleaned from Congres-
sional oversight committees in order to assess defence outsourcing practices.’® Presently,
defence contracting receives far less attention than it did when the wars in Iraq and Afgha-
nistan were at their zeniths. Although the defence industry is changing rapidly, and United
States spending on contractors continues to rise, academic analysts have largely over-
looked new developments in defence markets—or have lost interest in the field
altogether.’® This is unfortunate. Because contractors remain central to American military
operations and account for more than half of DoD’s budget, understanding their evolving
role is necessary for assessment of the United States’ larger global security posture.

Although contractors’ performance in Iraq and Afghanistan received heavy criticism
from the media and academic community, United States military and intelligence agencies
increasingly rely on corporations to support vital national security operations. This
growing dependence is exemplified by rising government outlays on defence outsourcing.
In 2000, the United States spent $189 billion on defence contractors. By 2017, that figure
had risen 69 percent in inflation adjusted dollars to $320 billion—more than China and
Russia spent on their militaries combined in that year.”> DoD obligations to defence con-
tractors in 2017 totalled more than all funds spent on outsourcing by all other United
States government agencies combined and accounted for eight percent of all federal spend-
ing and over twenty-five percent of the country’s discretionary budget.”> The scale of
DoD’s recent outsourcing reinforces what many analysts and active duty military person-
nel already know: defence contractors have become integrated into almost all aspects of
United States military operations.**

The $320 billion obligated to contractors by the DoD in 2017 can be broken down into
three broad categories: products, services, and research and development. Products consist
of the hardware—ships, unmanned aerial vehicles, missiles, etc.—the United States mili-
tary uses to carry out its missions. Services involve human labour that the military employs
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to assist in its operations. Finally, research and development consists of scientific investi-
gation into new warfighting technologies. Figure 1 depicts the distribution of DoD funds
across these three areas in 2017. Whilst defence outsourcing across all procurement cat-
egories warrants greater investigation, analysts are most concerned that inherently govern-
mental responsibilities are being increasingly outsourced to corporations in the field of
military and intelligence services.’

In 2017, DoD spent $131 billion dollars on services provided by defence contractors,
representing an increase of 67 percent over outlays in 2000.*® While demand for
defence-related services is rising, the duties corporations perform have changed signifi-
cantly over the past decade. When major combat operations were ongoing in Iraq and
Afghanistan, contractors involved in these contingency operations were responsible for
supporting United States counter-insurgency and nation-building objectives by building
and managing military bases, protecting diplomatic and aid mission workers, and provid-
ing in-country logistics support.”” However, the United States’ national defence strategy
has shifted since combat operations ended in Iraq and a gradual drawdown of troops
began in Afghanistan. Since 2011, United States policy-makers have de-prioritised
counter-insurgency and focused instead on three primary threats: (1) conflict with rival
states including China, Russia, North Korea and Iran; (2) counter-terrorism and home-
land security rather than counter-insurgency and nation-building; (3) Cyber-threats
from both state and non-state actors.>®

In response to this realignment of strategic priorities, defence contractors are now
increasingly asked to provide a variety of more specialised services summarised collec-
tively by military and intelligence agencies as command, control, communications, com-
puters, intelligence, surveillance, and reconnaissance (C4ISR). CA4ISR involves the
manufacture and management of hi-tech products and computer networks that assist
United States armed forces in all aspects of their operations—from gathering intelligence
to making battlefield decisions. A broad concept, the following list of activities would all
fall under the C4ISR classification: collecting and analysing information via unmanned

Products, $163.2, R&D, $25.6, 8%
51%

Services, $131.0,
41%

Figure 1. 2017 DoD Obligations to Defense Contractors (Billions $). Source: General Services
Administration.
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aerial vehicles, using satellite imagery to assess enemies’ positions in the field, providing
troops on the ground with tactical options for attacking enemy installations, assisting in
the design and execution of both defensive and offensive Cyber-operations, designing
and implementing electronic warfare weapons and operations, and developing artificial
intelligence to analyse enemies’ tactics. Conceivably, under the C4ISR heading, a single
defence contractor could provide a spectrum of services to troops in the field and assist
in all steps of the battlefield decision-making chain from reconnaissance to plan of
attack.”® American defence contractors are careful to note, however, that C4ISR activities
do not involve their employees in the physical field of battle, which remains the exclusive
domain of “warfighters”—a term frequently used by contractors and the military to refer
to members of the armed forces.

The United States government’s new strategic outlook coupled with the armed forces
evolving tactical requirements have caused a major shift within the United States
defence industry. Notably, the demand for protection services and support activities
related to largescale troop deployments has decreased while the need for hardware and
services falling under the C4ISR category has grown.*” Furthermore, major American
defence contractors are withdrawing from activities that could result in their employees
engaging in physical conflict with enemy forces. The negative publicity and subsequent
public backlash Blackwater experienced as a result of human rights violations committed
by its employees in Iraq sent a clear message to the industry: serious repercussions may
result when company employees become involved in firefights, even if contractors are
attacked first and follow existing rules of engagement. George Krivo, the CEO of
defence contractor DynCorp, noted this change in industry sentiment in a recent interview
pointing out that his company’s service offerings have changed in recent years: “DynCorp
does not conduct inherently governmental functions ... We do not even do private secur-
ity any more ... And that’s a fundamental decision that we’ve embraced at the company in
the last few years.”*'

The shift away from counter-insurgency support and protection services to C4ISR has
resulted in two major industry business trends. First, large prime contractors that have tra-
ditionally supplied hardware to the DoD—including General Dynamics, Raytheon, and
Northrop Grumman—are increasingly entering the defence services sector.*> Although
these major defence firms supplied much of the equipment used in the wars in Iraq
and Afghanistan, they were largely absent from contingency contracts that supported
in-country operations. Instead, companies including KBR, DynCorp, Fluor, Blackwater,
and Triple Canopy received the lion’s share of contingency contracting dollars spent in
those conflicts.*> While these are well-known names, they are small corporations relative
to “big five” contractors like Raytheon and General Dynamics, which both have market
valuations greater than $50 billion. Second, a wave of consolidation is taking place due
to the integrated nature of C4ISR services and the market threat posed to mid-tier contrac-
tors by the incursion of larger corporations into the defence services sector.** The previous
few years have seen several large mergers and acquisitions including Raytheon’s proposed
merger with United Technologies, General Dynamics’ $9.7 billion deal for CSRA, SAIC’s
purchase of Engility for $2.5 billion, and CACT’s acquisitions of LGS Innovations for $725
million and Mastodon Design for $225 million.*

To summarise, the services sector of the United States defence industry has undergone
a rapid shift since the end of major combat operations in Iraq and Afghanistan. These
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changes have largely been spurred by new demands from national security agencies, which
anticipate future conflicts to be waged at least partially with autonomous weapons and in
Cyber-space. In response to these new demands, defence contractors have de-prioritised
supporting counter-insurgency activities and are instead focused on providing a suite of
technical and data analytic services that inform and support military and intelligence oper-
ations. Collectively referred to as C4ISR, these capabilities involve contractors in a broad
spectrum of activities that range from intelligence analysis to providing tactical battlefield
options. While careful to draw a distinction between “warfighters” and their employees,
corporations in the defence industry are now more integrated into the military operational
decision-making chain than at any point in American history.

United States defence contractor involvement in ongoing conflicts

This section assesses United States contractors’ roles in ongoing conflicts in three rapidly
growing areas: Cyber-operations, intelligence analysis and unmanned weapons systems,
and advisory forces in failing states. In each of these fields, corporations run the risk of
being involved in activities that could be considered inherently governmental. That is,
there exists the possibility that corporate actions could result in casualties to enemy
forces or could influence decisions that result in collateral damage. By comparison, in
Iraq and Afghanistan Blackwater’s mandate was to protect military installations and
high-ranking diplomatic and political clients. The company’s employees were not
expected to engage with enemy forces; instead, if attacked, their orders were to protect
their clients and evacuate to safety. In practice, however, Blackwater often became
involved in firefights with insurgents—blurring the line between their role as “protectors”
and soldiers’ role as the exclusive “warfighters.” Over time, Blackwater’s skirmishes with
extremists led to a more aggressive corporate posture, as contractors assumed an expanded
role that involved activity not permitted by their stipulated rules of engagement.*® Simi-
larly, in emerging fields of conflict—including Cyber—the line between offensive and
defensive force is ambiguous, thus raising the potential that corporations may engage in
actions that go beyond their original scope of operations and into the realm of inherently
governmental activities.

Cyber-operations

Cyber-operations are central to United States national security strategy.*” In 2017, United
States Cyber Command (CYBERCOM)—the DoD’s centre for managing offensive and
defensive Cyber-operations — was made a unified combatant command and given the
mission of training Cyber-warriors, advocating for more Cyber-security resources, and
planning and conducting Cyber-operations.*® Although Cyber-attacks resulting in
human casualties have yet to occur, experts warn that destructive strikes against transpor-
tation networks, health care providers, industrial control systems, and other vulnerable
targets are likely to take place in the future.*” Moreover, United States military and intelli-
gence agencies no longer view Cyber-operations as fundamentally defensive in nature and
are rapidly developing offensive Cyber-tools to hinder enemy capabilities and even poss-
ibly to disable the communication and energy infrastructures of rival states.”® The United
States government’s commitment to enhancing its Cyber-operations capabilities is
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evidenced by rapidly increased spending in this area. In 2017, the United States allocated
$19.8 billion for Cyber-security programmes, an increase of more than 50 percent over
2014 levels.”!

Corporations have a major role both in implementing defensive Cyber-measures across
government agencies and in developing offensive Cyber-tools for use in operations abroad.
Large, publicly traded corporations including Leidos, Northrop Grumman, Booz Allen
Hamilton, and General Dynamics all earned more than $1 billion in revenues from
federal Cyber-security contracts during the 2018 fiscal year.”” The labour necessary to
develop both defensive and offensive Cyber-capabilities is highly specialised and in signifi-
cant demand. When competing for this talent pool, contractors often can pay software
engineers and network specialists significantly more than government agencies can
afford. This market feature has resulted in CYBERCOM facing difficulty staffing its
ranks — a workforce shortage that has been supplemented by defence contractors.”

Defensive Cyber-operations involve assisting United States government agencies with
protection of military and intelligence computer networks as well as with securing the soft-
ware that runs communications systems and hardware the armed forces use to carry out
missions. Corporations have supported DoD and United States intelligence agencies with
defensive Cyber-capabilities for over two decades, and thus are deeply embedded within
the field. As Tim Maurer notes, a robust defensive Cyber-security market serving the
private sector has existed in the United States since the late 1990s, when the internet
became a major part of American business operations.54 For this reason, partnerships
between government agencies and corporations were a natural outgrowth of services
many Cyber-security companies were already providing to businesses. Defensive Cyber
is the largest component of the government Cyber-security market and is often carried
out by major American technology companies not typically considered defence contrac-
tors like IBM and Dell.>

Unlike defensive Cyber-security, offensive Cyber-operations are intended to project
power by applying force in and through Cyber-space and may result in casualties.”®
The United States government recently acknowledged that it had begun engaging in
offensive Cyber-activities and, in recent years, defence contractors have also publicly
acknowledged their role in this field.”” Offensive Cyber is the fastest growing area of
United States government Cyber-operations. In 2018, federal government spending to
enhance these capabilities grew 65 percent from 2017 levels to $2.6 billion.”® A review
of many major defence contractors’ corporate websites reveals that they now actively
promote their ability to assist in offensive Cyber-attacks. For instance, on its website
CACI advertises “offensive Cyber” as one of its services. The company notes that it “devel-
ops tools, tactics, techniques and procedures to conduct operations related to networks,
end points, and connected platforms and devices.””” Similarly, ManTech International
— another publicly traded defence contractor - lists “offensive Cyber” as a service capa-
bility on its website. The corporation claims: “ManTech’s offensive cyber capability is unri-
valled within the intelligence community and the Department of Defense ... Services
include vulnerability research; reverse engineering of malware ... media and hardware
exploitation ... and specialised mission support.”®® Other major defence contractors
including Lockheed Martin, Leidos, Booz Allen Hamilton, and Northrop Grumman
have also acknowledged that they now engage in offensive Cyber-operations. Some even
advertise job openings for “offensive Cyber-planner” on their websites."
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Presently, defence contractors are primarily engaged in offensive Cyber-activities invol-
ving reconnaissance, surveillance, and intelligence gathering; however, in Cyber-space the
line between distinct aspects of offensive and defensive operations remains vague.®* Fur-
thermore, as a new domain of warfare that is highly clandestine - with little public over-
sight or even knowledge of the basic types of operations United States government
agencies and contractors are conducting - offensive Cyber-operations constitute an area
where potential violations of domestic and international law are more likely to occur.
Because offensive Cyber-operations can involve projecting force capable of causing signifi-
cant damage in the physical world, corporations’ involvement in this emerging domain of
conflict is problematic.

Drone reconnaissance, surveillance, and intelligence analysis

Gathering accurate intelligence about an enemy’s position, force size, and capabilities has
always been a key element of warfare. Presently, the means by which information is col-
lected and assessed by United States military and intelligence agencies is changing rapidly.
In the past, satellite imagery and reconnaissance sorties flown by pilots were typically used
to gain information about adversaries. While these methods of gathering information are
effective, they are expensive and not always available when troops in the field need them
immediately.63 To solve this problem, the United States now often uses unmanned aerial
vehicles (UAVs) - commonly referred to as drones - for reconnaissance, surveillance, and
intelligence collection in addition to using them for missile strikes against high-value ter-
rorist targets.64

Defense contractors develop and manufacture the majority of UAVs used by United
States armed forces and intelligence agencies. In 2017, the total market size for military
drones was estimated to be $7 billion - with Northrop Grumman and General Atomics
accounting for approximately 50 percent of the supply.®” Since at least 2010, the military
has also outsourced piloting of UAV's and analysis of intelligence gathered by drones to the
private sector.®® Current estimates are that at least ten percent of the labour force analysing
video surveillance sent to military and intelligence agencies by drones consists of contrac-
tors.®” In some instances, the corporations that develop and manufacture UAVs are also
responsible for supplying the labour force that pilots them. For example, in 2018 the
United States Navy hired General Atomics to help fly MQ-9 Reaper drones in Afghanistan
due to a shortage of available pilots within the Navy’s ranks.®® This is not an isolated inci-
dent. Both drone pilots and conventional pilots in the Navy and Air Force have become
increasingly strained by multiple deployments, even as demand for reconnaissance and
surveillance missions to provide intelligence about insurgents’ and terrorists’ activity
has increased.” Contractors are regularly used to fill this labour shortage.

While United States law prohibits civilian personnel from piloting drones that fire
weapons, contractors’ assessment of intelligence provided by UAVs can place them in the
so-called decision-making “kill-chain.” For example, in 2010 an American Hellfire Missile
airstrike killed at least fifteen civilians in a convoy in Afghanistan. An investigation of the
incident determined that an analyst working for the defence contractor SAIC had mista-
kenly interpreted the video feed from a drone and that this flawed assessment was partially
responsible for the decision to launch the attack.”” American military lawyers have acknowl-
edged that including contractors in the decision-making chain that results in the use of lethal
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force is highly problematic for at least two reasons. First, contractors face a significant
conflict of interest in these situations. As the Army Special Operations Command has
noted, a contractor analysing intelligence that could lead to a strike “may be reluctant to
make a definitive call, fearing liability or negative contractual action.””" That is, contractors
may place personal and corporate interests above the interests of the military. Second, some
legal experts assessing contractors’ role in decisions that result in missile strikes have argued
that civilians who directly communicate targeting information to pilots may be in violation
of international law.”> Furthermore, the legal status of contractors involved in the drone
“kill-chain” remains vague. Should a contractor violate international law as part of a decision
that results in civilian casualties, it is unclear what practical legal recourse would exist to
bring that individual or their corporation to justice.”

Security force training and special operations support in Africa

Barring a major strategic realignment, the United States government has ruled out larges-
cale military involvement in nation-building missions for the foreseeable future.”* None-
theless, counter-terrorism remains a central focus of American national security
planning.”> Although the Middle East typically dominates headlines when it comes to
counter-terrorism operations, the United States now considers several countries in
West Africa, the Sahel, and the Horn of Africa - including Somalia, Niger, Nigeria,
Chad, Libya, Senegal, and Mali - as locations that could serve as safe havens for branches
of the Islamic State, al-Qaeda, or other transnational extremist groups.76 The United
States’ goal in these countries is to prevent extremists from controlling large swaths of ter-
ritory that could be used to recruit, train, and plan attacks against American interests.
There is also risk that extremists in Africa could cause regional destabilisation, which
might eventually draw the United States into a larger war. In an effort to prevent this even-
tuality, the United States has deployed over 7,000 military personnel across the Sahel and
the Horn of Africa with the goal of supporting the armed forces of partner host-nations.
The United States has also pledged over $240 million in military aid to the region.”” Unlike
in Iraq and Afghanistan — where the United States sought to alter the political and econ-
omic structure of countries through massive military, diplomatic, and aid efforts — the
United States’ goal in African countries is to enhance the counter-terrorism capabilities
of partner forces using a “small footprint” approach.”®

Over 1,000 personnel employed by defence contractors are presently working alongside
United States special forces personnel and troops deployed throughout Africa.”” One of
the primary functions being performed by these civilians is military training. In
Somalia, for example, American corporations have worked with Marines to recruit and
train soldiers for the African Union Mission to Somalia (AMISOM). Contractors have
also been embedded within AMISOM units during combat operations.so However,
unlike in Iraq and Afghanistan, where the United States’ goal was to construct large
national armies and police forces, in Somalia contractors are limited to developing
small units with the capacity to fight the insurgent organisation al-Shabaab.®' Training
missions in Somalia are intended to be low profile. As a United States State Department
official has noted: “we do not want an American footprint or boot on the ground.”® Some
of the security force training in Somalia has been conducted by Bancroft Global Develop-
ment, an American-based defence contractor that has hired ex-soldiers from South Africa,
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France, and several Scandinavian countries to recruit and train local forces.*> Although in
the past Bancroft has worked on the front lines with AMISOM troops involved in urban
warfare against al-Shabaab, the company insists that its employees do not engage in direct
combat operations, claiming that “mercenary activity is antithetical to the fundamental
purposes for which Bancroft exists.”®* Presently, Bancroft’s primary role in Somalia con-
sists of recruiting and training Somali nationals to become part of an elite group of Somali
Army soldiers known as the Danab, whose duty is to carry out offensive attacks against al-
Shabaab.®

The United States military is not the only American institution involved in outsourcing
security force training in Africa. In recent years, the State Department has also been
handed a central role in managing counter-terrorism operations in the region as part of
both the Antiterrorism Assistance Program (ATA) and the Africa Peacekeeping
Program (AFRICAP).*® To fill this role, the State Department has often turned to corpor-
ations that specialise in police training and counter-terrorism capacity-building. One such
firm is Skybridge Tactical, a company formed by former green berets that focuses on
developing host government security force capacity in counter-insurgency and irregular
warfare.®” According to Skybridge’s website, the firm has been tasked by the State Depart-
ment to “support African countries and regional organisations to enhance their capacity to
prevent, manage, and resolve their own conflicts.”®® Another defence contractor tasked
with providing counter-terrorism training in Africa is PAE, a Virginia-based company
owned by private equity firm Platinum Equity. In 2017, PAE was the recipient of an indefi-
nite delivery, indefinite quantity contract from the State Department to train host-nation
forces in SWAT tactics and tactical responses to terrorist attacks. PAE estimates that the
total value of these contract awards will be between $60-$90 million annually.®’

In addition to training host-nation police and military in counter-terrorism tactics,
defence contractors also assist American special forces units with their operations through-
out the region. For example, in Niger — where over 800 American military personnel are
based - contractors enter into conflict zones to support missions. In 2017, for instance,
American service members undertaking a mission in Niger were ambushed by members
of the Islamic State in the Greater Sahara. Four United States military service personnel
were killed in the attack. As the ambush took place, Berry Aviation — a United States
defence contractor that operates aircraft in support of military missions — was called
upon to conduct “casualty evacuation and transport” for United States and partner forces
under attack.”® While Berry Aviation was not involved in combat activities during the
ambush, it played an integral role in removing special operations troops from the battle.

To summarise, across the Sahel and Horn of Africa, defence contractors are supporting
a sprawling United States effort to contain the spread of extremism. Ultimately, the extent
of contractor-support will reflect the larger American military commitment to the region.
However, what has become clear is that contractors are integral to the operations of
United States forces in Africa and will be called upon to provide training and support ser-
vices if the United States’ mission expands.

Towards a venture capital model of defence procurement

The United States government’s co-operation with corporations to advance American
strategic defence capabilities is not a new phenomenon. However, the means by which
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defence and intelligence agencies now procure technology and promote the integration of
the private sector with national defence operations has changed markedly over recent
decades. Specifically, rather than simply assess how ongoing technological advancements
can be adapted for national security purposes — or rely on traditional prime defence con-
tractors to develop new technologies — the United States government now actively funds
start-up companies to develop tools that can be applied for defence and intelligence oper-
ations. To achieve this goal, the government has adopted a business model used by the
venture capital community with the goal of gaining access to emerging technologies at
their earliest stages of development. Perhaps no better exemplar of this practice exists
than In-Q-Tel (IQT), a strategic investment firm created by the Central Intelligence
Agency (CIA) and funded by United States national security agencies and given the
mission of accelerating the delivery of cutting-edge technologies from the private sector
to the defence community.”

IQT was formed out of a recognition within the American defence community that the
United States government was no longer a central actor in technological R&D.”* During
the Cold War, American government agencies were among the world’s leading scientific
organisations. NASA’s space programme and DARPA’s development of the technology
that would become the internet were just two of many government programmes demon-
strating that state-led research could result in breakthrough innovation.” However, in the
1980s the personal computing revolution and emerging business opportunities in related
technology ventures resulted in a brain drain away from government as the private sector
became the United States’ primary locus of scientific progress.”* This transition meant that
national security agencies could be prevented from adapting innovations for defence
activities if corporations did not co-operate with the government. Agencies, including
the CIA, whose reputations had been damaged during the Cold War, often found it
difficult to form partnerships with technology companies that stylised themselves as ico-
noclastic and employed generally progressive workforces.””

In response to this problem, in 1999 the CIA formed IQT to access and influence tech-
nologies being developed by start-up businesses. In essence, IQT acts as a venture capital
firm, providing nascent companies with capital to fund operations and R&D. However,
IQT differs from traditional venture capital in two ways. First, because the organisation
is funded by the government and earnings from investments are not distributed to part-
ners, it is technically a non-profit entity.”® Second, because IQT’s clients are government
agencies, its interest is not necessarily to maximise the commercial viability of the compa-
nies it invests in, but rather to ensure that technologies developed by firms in its portfolio
can be applied to defence operations. Therefore, early investment from IQT may shift cor-
porations’ R&D trajectories towards creating products that can be used by military and
intelligence agencies rather than by public consumers or corporations.

Since its inception, IQT has invested in over 400 companies in hi-tech fields including
Cyber-security, artificial intelligence, biotechnology, data-analytics, and space oper-
ations.”” To gain access to these emerging firms, IQT has established offices in global tech-
nology hubs including Silicon Valley, Boston, London, and Sydney. Some of IQT’s notable
investments include: FireEye, a Cyber-security firm that specialises in preventing malware
attacks; Cloudera, a data-analytics company developing machine learning tools; and
RedSeal, a company focused on securing cloud computing applications. However, IQT’s
most high-profile — and controversial - investment is in big data firm Palantir
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Technologies, which specialises in predictive data-analysis. Today, Palantir’s software
tools - originally intended to help defence agencies identify and prevent terrorist
threats — are increasingly being used by domestic law enforcement to surveil American
citizens.”®

Palantir was formed in 2003 by PayPal founder and libertarian activist Peter Thiel.
Thiel’s original vision for Palantir was to apply fraud recognition technology developed
by PayPal to national security challenges, especially those related to counter-terrorism.”
IQT was one of Palantir’s earliest backers, initially investing in the company in 2005 after
several traditional venture capital firms had declined to support the firm.'® IQT also
served as a conduit between Palantir and its first major client: the CIA. In Palantir’s
early years, the CIA was the company’s primary customer, helping keep Palantir afloat
while the company developed intelligence applications for its data-mining algorithms.
By 2009, CIA special forces units in Iraq and Afghanistan had begun to use Palantir’s soft-
ware to track insurgent movements and predict where roadside bombs might be placed.'®"
The successful application of Palantir’s software by special forces was noted by the mili-
tary, and in 2011 Marines in Helmand and Nimroz provinces in Afghanistan began
using Palantir’s tools to collect biometric information from explosive devices in order
to chart insurgents’ bomb-making networks.'®* After 2011, versions of Palantir’s analytic
software quickly made their way through the national security community as the company
won contracts from the FBI, Defense Intelligence Agency, and Department of Homeland
Security.

Just a decade after its formation, Palantir began competing with prime defence contrac-
tors for major Army contracts. By 2015, Palantir had developed a version of its software
that could be used by troops in the field to analyse intelligence, visualise enemy positions,
and provide tactical response options. Palantir’s software represented direct competition
to the Army’s existing Distributed Common Ground System (DCGS), which was
largely developed and maintained by defence contractor Raytheon. After a lengthy
bidding process, which involved Palantir suing the Army for what it considered unfair
procurement practices, in 2019 Palantir won an $800 million contract to revamp the
DCGS and became the first Silicon Valley company to win a “defence programme of
record,” a designation reserved for the largest and most important defence contracts.'*?
Palantir has since won an $80 million award from the United States Navy, firmly establish-
ing itself as a major DoD contractor.'®*

Palantir’s analytic software, originally used by the CIA to identify terrorist and insur-
gent threats, is now widely employed not only by the military but also by businesses and
law enforcement. For instance, JPMorgan has employed Palantir’s tools to identify poten-
tial fraud and intellectual property theft. Meanwhile, police forces including the Los
Angeles Police Department and the New York Police Department, use Palantir’s software
to track gang activity and to identify individuals that the software predicts are likely to
break the law.'*”> The software’s growing use in the defence and business sectors has
resulted in a rising corporate valuation, with analysts predicting that Palantir’s eventual
IPO will value the company at over $25 billion.'*®

To summarise, Palantir’s business trajectory represents a new model of co-operation
between United States national security agencies and technology start-ups. Notably,
while traditional prime contractors like Raytheon and Northrop Grumman still receive
the lion’s share of government defence spending, the increasing importance of Cyber-
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security, data-analytics, and machine learning in military operations signifies that tools
developed by tech companies outside the traditional Beltway defence industry are increas-
ingly relevant to United States national security. Early investment from the CIA’s strategic
investment firm IQT helped legitimize Palantir, bringing in a wave of interest from more
traditional venture capital firms. Meanwhile, cooperation with the CIA in Afghanistan
enabled Palantir to refine its software to the specific needs of the defence community. Fol-
lowing this incubation period, Palantir’s software has spread rapidly within American
defence agencies and the company stands to become one of the largest IT defence contrac-
tors after its eventual IPO. More concerning, Palantir’s recognition and data analytics tools
are now being used within the United States by Immigration and Customs Enforcement
(ICE) and metropolitan police departments to track the undocumented as well as to
surveil civilians who may not have committed any crimes.'”” While Palantir’s growth
has been swift, it certainly is not an outlier. IQT has invested in over 400 start-ups, and
its success in helping American defence agencies access new technologies signifies that
the United States’ new model of venture capital defence development is firmly
established.'*®

Conclusion

The United States government spent over $200 billion on defence contractors during
major combat operations in the wars in Iraq and Afghanistan.'® The most comprehensive
review of the quality of defence outsourcing during these wars — carried out by the Con-
gressional Commission on Wartime Contracting in Iraq and Afghanistan - reached a
stark conclusion: “The Commission’s conservative estimate of waste and fraud [during
both wars] ranges from $31 billion to $60 billion.”*'* Furthermore, contractors supplying
protection services in these conflicts were severely criticised for taking part in inherently
governmental, quasi-combat operations. Blackwater, the firm that received the most
public scrutiny for its actions, changed its name twice in an effort to rebrand itself, and
several of its employees were found guilty of either murder or manslaughter.''! Other con-
tractors including KBR, DynCorp, and CACI were involved in documented incidents of
wrongdoing and fraud.''” Based on the American experience with contractors in Iraq
and Afghanistan, United States reliance on defence outsourcing after 2011 could be
expected to diminish. However, while American contractors have generally moved away
from performing quasi-combat responsibilities in warzones, they have become no less
essential in short-term and long-term United States operational planning.

Since the completion of major combat operations in Iraq in 2011, the United States’
broad strategic objectives have altered considerably. Nation-building in the Middle East
via the application of counter-insurgency techniques is no longer a priority - or fiscally
practical. Instead, United States defence posture has shifted to focus on Cyber-threats,
counter-terrorism rather than counter-insurgency, and possible conflict with states
including China and Russia. This change in American strategy has resulted in demands
for new types of services from defence contractors, whose role in future military oper-
ations remains central to DoD planning. Most notably, contractors are supplying much
of the specialised, highly-skilled labour needed to develop and use hi-tech tools that
will form the backbone of future military operations. As technology becomes more
central to warfare, contractors’ role in American defence operations is likely grow. The
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United States government has a long history relying on corporations to develop weapons
systems and communications infrastructure; however, as combat evolves, the Pentagon
will require more software engineers, drone pilots, and highly trained intelligence analysts
to support its “warfighters.”

Defense contractors are also deeply embedded within the United States” economy. In
recent decades, publicly traded corporations in the defence industry have grown to
become a major part of the manufacturing sector as well as mainstays in the stock port-
folios of many Americans. With respect to manufacturing, roughly ten percent of total
United States factory output goes into the production of weapons sold primarily to the
DoD.'"” This involves numerous companies — not all directly related to the defence indus-
try — that provide raw materials, shipping, and other important business services and
inputs to defence contractors. Any major alterations in defence procurement will thus
affect not only contractors, but a host of ancillary actors that serve the broader defence
industry. In the domain of finance, the defence sector has become a key element in the
stock portfolios of many institutional and individual investors. The stocks of major con-
tractors such Boeing, Lockheed Martin, and Raytheon are regularly analysed on financial
news programmes on CNBC and Bloomberg Television as well as in major publications
like the Wall Street Journal and Forbes. The sector is often portrayed as stable by analysts,
who argue that predicting contractors’ revenues is fairly straightforward because defence
budgets typically do not fluctuate drastically from year to year and demand for goods and
services remains consistent.''* Furthermore, significant barriers to entry in much of the
industry make defence contractors relatively immune to disruption from upstart compa-
nies, thus making the sector an attractive option for investors. To summarise, defence con-
tractors are embedded within the United States economy and their collective financial
performance affects a broad range of individuals and corporations. For this reason, a
major change in defence procurement policy or a reallocation of defence funds to alterna-
tive areas of government spending has the potential to reverberate throughout the Amer-
ican economy.

Finally, the United States is not unique in recognising the growing importance of
private sector innovations to enhancing military capacity. China and Russia have also har-
nessed the power of corporations in efforts to advance their strategic interests, albeit using
distinct methods. The future of warfare, therefore, is likely to be characterised by a clash of
corporations as great powers work in tandem with defence contractors and multinational
companies in an effort to become the globe’s dominant technological and military actors.
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